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Policy Options for Protecting Tobacco Control Advocates from the
Tobacco Industry

Executive Summary

Tobacco control advocates worldwide face harassment and discreditation campaigns
orchestrated by the tobacco industry and those furthering its interests. These attacks
compromise not only individual wellbeing and safety but undermine the integrity of national
policymaking and global health goals. This document aims to provide policy options that
governments, international bodies, and civil society organizations (CSOs) can consider in order
to better protect advocates in accordance with the World Health Organization Framework
Convention on Tobacco Control (WHO FCTC) Article 5.3 obligations and international human
rights standards.

I. TOBACCO CONTROL-SPECIFIC POLICY OPTIONS (FCTC-ALIGNED)

I. Ban on Tobacco Industry Corporate Social Responsibility (CSR) / Replacement
with Government Funding

The use of CSR, to access policymakers and silence them or use them to undermine an advocate,
is one of the most powerful tools of the tobacco industry. Countries like France', Laos?,
Mexico’, Panama’, and Turkey® have implemented varying degrees of tobacco industry CSR
bans®. WHO FCTC Article 5.3 Guidelines Recommendation’ calls for measures to denormalize
tobacco industry CSR activities while Article 6 Guidelines Recommendations® to increase tobacco
taxes and dedicate the same for health promotion can form the basis to require a levy on the
tobacco industry equivalent to the amount it donates in CSR funds, and to dedicate those
amounts to support civil society participation in health promotion. A similar approach was taken
in Victoria, Australia, when sports sponsorship funds were banned, and the government stepped
in to fill the sponsorship funding gap using tobacco tax proceeds.” In France, revenues from
tobacco industry charges support civil society groups engaged in enforcing tobacco control laws.
Although not a complete safeguard against retaliation, this mechanism equips civil society to
confront industry pressure with greater initiative and resilience.'’

2. Mandatory Disclosure of Tobacco Industry Third-Party Links

A significant challenge in confronting intimidation is the identification of the actors involved and
any links to the tobacco industry they may have. FCTC Article 5.3 Guidelines recommend"
governments to require information from the tobacco industry and ensure that they are operating
in a transparent and accountable manner; justifying an obligation for comprehensive disclosure of
all tobacco industry funding, partnerships, and relationships with individuals, CSOs, PR firms, and
the like, or disclosure of its marketing and lobbying related expenses. Several countries, including
Canada'’, Poland"”, the United Kingdom'4, and the USA"® created lobbying registers'®'”'®
and established disclosure requirements for tobacco industry activities. Such transparency
measures — if sufficiently strong — can help the tracing of harassment campaigns back to tobacco
industry sources and reduce covert influence operations.'
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3. Public Registry/Blacklist of Tobacco Industry-Linked Entities

Publicizing the list of tobacco industry actors is as crucial as identifying the actors. In 2018, the
Eighth Session of the Conference of the Parties to the WHO FCTC (COP8) Decision mandated
the creation of a database that would contain tobacco industry submissions, including those from
industry-linked actors such as industry-funded philanthropic organizations or research institutes.”
The WHO FCTC Secretariat’s Knowledge Hub for Article 5.3 in collaboration with the Global
Center for Good Governance in Tobacco Control (GGTC) maintains this “Global Resource
Database.” If properly updated, such a database could provide comprehensive information on
tobacco industry front groups, lobbyists, and CSR recipients for the reference of government and
CSOs. As this initiative is aligned with WHO FCTC Article 5.3 Guidelines Recommendation 4*'
on requiring information and transparency from the tobacco industry, governments should
contribute to this database in the spirit of exchanging information.

4. Formal Accreditation and Institutional Role for CSOs in Tobacco Control
Governance

Advocates can feel safer if they are backed by formal institutions. Based on the WHO FCTC
Preamble” recognizing civil society's essential role, formal accreditation systems could provide
mandatory government accreditation for CSO participation while explicitly excluding tobacco
industry actors. Such frameworks solidify CSO presence in policymaking and prevent procedural
exclusion. Countries like Brazil”®, France**”, and Philippines®”, have some form of
recognition, accreditation, or endorsement for the participation of civil society not affiliated with
the tobacco industry in the development and implementation of tobacco control. As part of
implementation, many CSOs systematically monitor tobacco industry interference® and can

include tobacco industry harassment in its reports to the government.
5. Mandatory Conflict of Interest (COIl) Declarations

Advocates should be able to prove that the tobacco industry is behind the intimidation. In many
cases, the one responsible for the intimidation could be an individual from government or another
institution whose links to tobacco industry are suspected but cannot be clearly proven. Many
countries have some form of conflict of interest (COI) policy, where the mandatory disclosure
of COl is a cornerstone, but very few of them focus on the declaration of tobacco industry
interests. Countries like Canada®”, Denmark®, Philippines®', and the United Kingdom™
have specific policies to prevent COIl among public officials®. In the Philippines, this applies to
third parties working with health departments e.g. attending meetings, contracting services,
donating goods. Requiring transparency by mandating COIl declarations among public officials
and third parties would help expose industry influences, likely making it harder for tobacco
industry-affiliated actors to intimidate advocates through government entities or third parties.

6. Public Awareness Campaigns

An environment where tobacco industry tactics are denormalized is a protective environment
for advocates. Countries like Australia®, Brazil®, Canada®, and Thailand’** have
implemented public education programs specifically aimed at exposing and countering tobacco
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industry tactics as part of their national tobacco control strategies. Under WHO FCTC Article
12%, these campaigns could expose tobacco industry misconduct and build societal support for
advocates, helping to reduce advocate vulnerability.

Il. CROSS-SECTORAL PROTECTIONS
I. Robust Anti-SLAPP (Strategic Lawsuits Against Public Participation) Laws

Advocates need to be free to speak up against the tobacco industry but SLAPP suits can be used
to silence advocates. Countries like Australia®, Canada®, France®, and the United States”
have varying forms of anti-SLAPP protection. Based on the UN Human Rights Defenders
Declaration Article 12* and, EU Anti-SLAPP Directive of 2024*, these laws could allow expedited
dismissal of frivolous lawsuits targeting advocates and award legal fees to defendants. For instance,
Ontario's Protection of Public Participation Act™ ensures comprehensive protection against legal
harassment of public interest advocates.

2. Decriminalization of Defamation

Like SLAPP suits, defamation laws allow the tobacco industry to exploit litigation as a tool to
silence critiques against them. Countries like Georgia”, Ireland***, and Moldova®, have
decriminalized defamation. These reforms follow UN Human Rights Committee General
Comment No. 34°', which advocates replacing criminal penalties with civil remedies to prevent
misuse against public interest advocates. Ireland’s 2009 Defamation Act’’? illustrates how
decriminalization can prevent the weaponization of criminal law against advocates.

3. Whistleblower Protections for CSO Personnel

Advocates should be encouraged to expose tobacco industry misconduct and be protected from
doing so. Several countries like South Africa®, United Kingdom***, and United States®*
have adopted some form of whistleblower protection’’ that could potentially include
whistleblowers from CSOs. Although many of these laws are based on UN Convention Against
Corruption Article 33°® where states should provide protection for persons who report corrupt
offenses, some laws have broad coverage. An expansive interpretation of these protections could
mean that individuals exposing tobacco industry infiltration inside organizations are covered by it
which could help strengthen organizational integrity. The UK's Public Interest Disclosure Act®
notably covers the broader non-public sector including the private sector and CSOs.

4. Comprehensive Digital Protection Laws®’

The growing use of online platforms for CSO activity opens it to tobacco industry interference
and intimidation. Therefore, online protections must be in place to prevent tobacco industry
actors from infiltrating and weakening these online spaces. Among other countries,
Germany®', France®, Singapore®, and the United Kingdom® have enacted laws addressing
coordinated online harassment, combining criminal statutes, platform regulation, and civil
protections to deter and penalize organized digital abuse. Under the EU Digital Services Act of
2022, EU member states could criminalize coordinated online harassment campaigns and
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mandate platform accountability for disinformation. Germany's Network Enforcement Act®
demonstrates how platforms can be required to address coordinated harassment.

5. Comprehensive Protective Measures for Human Rights Defenders®’

Given the human rights issues related to tobacco, tobacco control advocates count as “human
rights defenders” and should enjoy the same protections as such. Brazil®®, Colombia®,
Honduras™, and Mexico’', and have established formal protection mechanisms for human rights
defenders, enshrined in national legislation. Based on UN Declaration on Human Rights
Defenders, these programs could include hotlines, safe houses, emergency legal aid, and rapid
response systems for threatened advocates.””

6. Cross-Border Protection for International Advocates

Protections as human rights defenders can include cross-border protections. This is particularly
helpful for advocates working in governments that are protective of their tobacco industry.
Canada”, Germany’, Ireland”, and the Netherlands™ offer protection programs for
threatened human rights defenders. Based on UN Declaration on Human Rights Defenders
Article 9, these programs could provide visas, asylum, legal aid, and transit protection for
advocates facing threats.”

I1l. GLOBAL SUPPORT

The WHO FCTC Preamble’ recognizes that "civil society plays an essential role in tobacco
control efforts nationally, regionally and internationally” and “the importance of their
participation in national and international tobacco control efforts". Accordingly, Parties must be
encouraged to adopt the policy options described above and consider exchanging information on
practices and policies to enhance protections for tobacco control advocates. Some of these
policies are directly in line with strengthening Article 5.3 implementation by requesting Parties to
enhance disclosure requirements for tobacco industry funding of third parties, including legal
firms and PR companies involved in harassment campaigns; while some build on Guidelines
Recommendation 4.9 stating that "Parties should require the tobacco industry and those who
work to further its interests to provide information for a public repository, "as well as Guidelines
Recommendation 8.3 on "monitoring and reporting on the activities of the tobacco industry".

Article 4(7) requires Parties to "cooperate, as appropriate, with competent international and
regional intergovernmental organizations and other bodies". In this spirit, it can also consider the
following:

I. Integrate Civil Society Protection into UN Human Rights Mechanisms

The WHO FCTC COP has consistently recognized the intersection between tobacco control
and human rights, providing a solid foundation for protection measures for advocates within
existing mandates. COP7's groundbreaking Decision on International cooperation for implementation
of the WHO FCTC, including on human rights’’ establishes direct precedent for addressing human
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rights concerns within the FCTC framework. The COPI0 Decision on Contribution of the WHO
FCTC to the promotion and fulfilment of human rights expands the human rights mandate.*

Parties can be urged to systematically include protection measures for advocates when engaging
with UN human rights mechanisms, including Universal Periodic Review submissions, shadow
reports to treaty bodies highlighting tobacco industry harassment patterns, engagement with
Special Procedures including Special Rapporteurs on human rights defenders®, freedom of
opinion and expression, and the right to health, and accessing human rights tribunals for cases
including in regional systems and individual complaint mechanisms®.

Parties can request the Convention Secretariat to continue participation and collaborations with
human rights bodies such as with the UN Office of the High Commissioner for Human Rights,
and to develop practical guidance addressing corporate responsibility to respect rights of tobacco
control advocates under the UN Guiding Principles on Business and Human Rights, including due
diligence requirements for companies to prevent harassment of civil society and remedial
mechanisms for business-related human rights violations in tobacco control.

When advocates face intimidation for exposing tobacco industry human rights violations, Parties
can be asked to ensure access to business and human rights accountability mechanisms through
National Action Plans on Business and Human Rights that explicitly address tobacco industry
conduct, national human rights institutions equipped to handle tobacco-related corporate human
rights violations, and regional business and human rights mechanisms accessible for tobacco
control cases.”’

2. Leverage on OECD Guidelines for Multinational Enterprises

Evidence shows® tobacco companies have faced complaints under the Organisation for Economic
Co-operation and Development (OECD) Guidelines for Multinational Enterprises®, which
require enterprises to "respect the internationally recognized human rights of those affected by
their activities" and "avoid infringing on the human rights of others and should address adverse
human rights impacts with which they are involved".

Accordingly, Parties can request the Convention Secretariat to develop guidance for civil society
and other stakeholders on utilizing the OECD Guidelines complaint mechanism against tobacco
companies for harassment and intimidation of civil society actors, failure to conduct human rights
due diligence, and violation of responsible business conduct standards.

3. Establish Sustainable Financing for Civil Society Protection

As civil society financing is a crucial part of defending against tobacco industry attacks, Parties
should consider allocating portions of tobacco tax revenue to support civil society protection
and capacity-building programs, recognizing that civil society engagement is essential for effective

implementation under the WHO FCTC Preamble.®

4. Connect Anti-Corruption Treaty Protections for Relevant Cases
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When advocates are targeted for exposing bribery involving tobacco companies, protection
mechanisms should connect to relevant anti-corruption treaties. The UN Convention Against
Corruption Article 33 requires States Parties to "consider incorporating into their domestic legal
systems appropriate measures to provide protection against any unjustified treatment for any
person who reports in good faith and on reasonable grounds to the competent authorities any
facts concerning offences established in accordance with this Convention".*” The OECD Anti-
Bribery Convention requires Parties to provide "effective protection for whistleblowers".* Given
that multiple countries have some form of these laws, the Convention Secretariat can be
requested to develop guidance on utilizing international anti-corruption mechanisms when
harassment relates to exposing industry bribery or corruption.

5. Enhance Monitoring, Reporting, and International Cooperation

Article 21 of the WHO FCTC® requires Parties to "submit to the Conference of the Parties,
through the Secretariat, periodic reports on implementation of this Convention, which should
include... information on legislative, executive, administrative or other measures taken to
implement the Convention". Parties can include information on civil society protection measures
in biennial reporting, specifically addressing legislative and administrative measures protecting civil
society, documented incidents of harassment and remedial actions taken, and effectiveness of
liability mechanisms.

Building on COP7's international cooperation mandate,” that request Parties to share
information on tobacco industry harassment tactics across borders, cooperate in holding
multinational tobacco companies accountable for harassment campaigns, and support cross-
border legal remedies for advocates facing multinational corporate retaliation.

Disclaimer: This represents minimum standards only. Organizations should adapt and
strengthen these materials to address their specific context and evolving industry tactics,
provided all modifications enhance protection against tobacco industry interference.
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4 Those Who Stand Up for Human Rights Must Be Protected. Federal Foreign Office. 18 June 2020, https://www.auswaertiges-
amt.de/en/aussenpolitik/themen/menschenrechte/elisabeth-selbert-initiative-2498360 , accessed 30 May 2025.
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77 Article 9

I. In the exercise of human rights and fundamental freedoms, including the promotion and protection of

human rights as referred to in the present Declaration, everyone has the right, individually and in association

with others, to benefit from an effective remedy and to be protected in the event of the violation of those

rights.

2. To this end, everyone whose rights or freedoms are allegedly violated has the right, either in person or

through legally authorized representation, to complain to and have that complaint promptly reviewed in a

public hearing before an independent, impartial and competent judicial or other authority established by law

and to obtain from such an authority a decision, in accordance with law, providing redress, including any

compensation due, where there has been a violation of that person’s rights or freedoms, as well as

enforcement of the eventual decision and award, all without undue delay.

3. To the same end, everyone has the right, individually and in association with others, inter alia:

(a) To complain about the policies and actions of individual officials and governmental bodies with

regard to violations of human rights and fundamental freedoms, by petition or other appropriate means, to

competent domestic judicial, administrative or legislative authorities or any other competent authority

provided for by the legal system of the State, which should render their decision on the complaint without

undue delay;

(b) To attend public hearings, proceedings and trials so as to form an opinion on their compliance with

national law and applicable international obligations and commitments;

(c) To offer and provide professionally qualified legal assistance or other relevant advice and

assistance in defending human rights and fundamental freedoms.

4. To the same end, and in accordance with applicable international instruments and procedures, everyone

has the right, individually and in association with others, to unhindered access to and communication with

international bodies with general or special competence to receive and consider communications on matters of

human rights and fundamental freedoms.

5. The State shall conduct a prompt and impartial investigation or ensure that an inquiry takes place

whenever there is reasonable ground to believe that a violation of human rights and fundamental freedoms

has occurred in any territory under its jurisdiction.
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